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A Note Regarding the Hash Function Use of MARS and RC6

Abstract:

When a block cipher is used in Davies-Meyer mode, the speed of the
resulting hash function is directly related to the key size used.
Therefore, it is often desirable to use keys that are as long as
possible.
  In this paper, we investigate the security of MARS and RC6 in
the Davies-Meyer hash mode when long keys are used. We give an
algorithm that finds equivalent keys for MARS with 2^12 effort.
We also give an algorithm that finds "almost" equivalent keys for
RC6 with 2^17 effort. As a result of these algorithms, the
Davies-Meyer hash functions built from MARS and RC6 with certain
key sizes can be considered insecure.
  The security of MARS and RC6 with 128, 192 and 256 bit key sizes
is not affected by the results presented in this paper. We propose
that the key size range of these ciphers should be limited to
match the actual security offered by them.
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